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The course is fully funded by PR Toscana FSE+ 2021 - 2027 funds. 
 
Free for participants. 
 
Participants who live more than 50 km away from the course location will receive a contri-
bution to cover expenses for food and accommodation. This contribution will only be 
granted if the participant successfully completes the ITS training program for which they 
are enrolled. 
The ITS Prime Foundation also provides scholarships. The methods, criteria for awarding 
reimbursements and scholarships and their payment will be defined and communicated to 
attending students through specific notices and regulations. 
 
Type of course: 
Two-year course in higher education. 
 
Teaching location:  
the course will take place mainly at the ITS PRIME locations in Pistoia, in Via Cellini 3B. 
Some of the activities may be held in the technological laboratories of the Universities, 
Companies and Entities that collaborate with the ITS Prime Foundation. They may also be 
held occasionally in structures of educational or scientific interest located elsewhere. The 
internships may take place in companies located in any part of the regional, national 
and/or European territory. 
 
Registration deadline: 30th September 2025, 11pm. 
 
Type of final Diploma: 
Diploma in " Higher Technician for the digitisation of systems and the application of tech-
nologies to industrial processes” (Area 6.2 - Process and product development and inno-
vation - Figure 6.2.2 of Annex 1 - Ministerial Decree 203 of 20 October 2023)with indica-
tion of specialization of the course in “HIGHER TECHNICAL SPECIALIST FOR THE DE 
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VELOPMENT OF AI SOLUTIONS AND INDUSTRIAL INFORMATION SYSTEMS” with 
the certification of the competences corresponding to the European Qualifications 
Framework for lifelong learning (EQF) level 5 and constitutes a qualification for access 
to public competitions pursuant to Art. 5, paragraph 7, of the D.P.C.M 25 January 2008. 
 
Entry requirements: 
possession of secondary school diploma or after the 4-year Diploma of Vocational Educa-
tion and Training (VET) integrated by a one-year Higher Technical Education and Training 
(IFTS) course; 
 
age between 18 to 35 years old (not completed on the call deadline date); 
 
basic skills in English and ICT. 
 
Female candidates and/or candidates belonging to disadvantaged categories who have 
been successful in the selection process will be automatically admitted to participate in the 
course as trainees, up to the limit of the number of places allocated to them (50% of plac-
es to women, 7% to disadvantaged categories in accordance with the provisions of Law 
68/1999). 
 
Type of access: 
classes can be made up of a minimum number of 20 students as required by current 
national regulations on the matter and a maximum of 25 students. 
 
 
Selection mode 
The selection of participants includes: 
curricular evaluation by qualifications and experiences, 
a written test,  
a motivational interview. 
 
 

Method of enrollment: 
see link: https://www.itsprime.it/corsi-itsprime/ai-specialist-per-la-produzione-industriale/ 

 

Methods of recognition of previous training courses:  
The student at the time of enrollment may request the recognition of training courses, for-
mal or non-formal, producing the documentation that attests them. The request is submit 
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ted to the Scientific Technical Committee that evaluates the coherence of the previous 
training courses with the Training Units and the modules of the course that the student is 
going to attend. On this basis the Scientific Technical Committee indicates which modules 
can be recognized as already learned by the student. Requests for recognition of training 
credits received after the selection date will not be evaluated. 
 

Course Objectives.  
The course ‘AI SPECIALIST FOR INDUSTRIAL PRODUCTION’ trains professionals ca-
pable of conceiving and designing business processes, including automated ones, pro-
gramming work and production cycles, and managing maintenance. 
The specific focus of the course is on the integration and control of industrial information 
systems, with an in-depth study of the use of AI in this field, to enable software and hard-
ware to communicate in a single information environment. 
 
Main job opportunities 
Expert in data acquisition and control. 
Specialist in digital applications in production and logistics. 
Responsible for network, data centre and security administration.. 
 
Didactic plan 
The two-year course, of 1800 hours in total, takes place in 4 semesters with a didactic ar-
ticulation that provides: 
classroom lessons and laboratory activities (1000 hours), 
internship, in Italy and abroad (800 hours). Any foreign internships are carried out with the 
European Erasmus+ programme. 
Lesson time: Monday to Friday with a weekly commitment of 35-40 hours. Interrup-
tions in teaching activities will be planned for holidays, summer and winter vacations. 
The entire training course is carried out in close connection with the mechanic sector com-
panies. The teaching team is composed of at least 70% of experts from the world of pro-
duction, professions and work with a specific professional experience in the field. In partic-
ular is involved the staff of the companies, partners of ITS Prime Foundation. 
Teachers from the School, University, Research Centres and Vocational Training will also 
be involved. Seminars, testimonies of key protagonists in the sector and visits to fairs, 
events, companies and installations of particular interest will complete the path of studies. 
 
Possibility of access to further studies  
The diploma may be integrated into a subsequent university course, with recognition of 
university credits (CFU) on the basis of the didactic regulations of the individual universi-
ties. In this regard, please refer to the regulations in force. 
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Regulations for the conduct of exams and other forms of school profit assessment 
Each ITS PRIME course is biennial and consists of Training Units, divided into Didactic 
Modules. 
At the end of each Didactic module, a 100-scale assessment is planned. For the modules 
with many hours of lessons, intermediate verifications are foreseen. Students, after having 
attended the course for at least 80% of the total hours of lessons, and having obtained in 
all the Didactic modules at least 60/100, are admitted to the final exam. The exam consists 
of technical-practical tests and an interview.  

 
 

Course structure  
Training Units and Teaching Modules 

 
 UFC 1 - EMPOWERMENT E TEAM BUILDING 
1.1 Outdoor Training (in ambiente esterno) 
1.2 Laboratorio di Self Empowerment e Team Building 
1.3 Problemsetting and solving - decision making - time management 
 
 UFC 2 - CAREER ORIENTATION AND SELF-ENTREPRENEURSHIP 
2.1  The Company and the Employment Relationship (Contracts) 
2.2  Self-Entrepreneurship 
 

UFC 3 - THE CORPORATE SYSTEM 
3.1  Company Organization and Organizational Charts 
3.2  Order Management Techniques 
3.3  Supply Chain Management 
3.4  Digitalization of Industrial Production (Industry 4.0) 
 

UFC 4 - THINKING ABOUT INNOVATION: PHILOSOPHY AND DESIGN  
   THINKING 

4.1  Philosophical Prerequisites for Design Thinking 
4.2  Philosophy Workshop: The Agorà 
4.3  Design Thinking and Critical Thinking 
4.4  The Value of Innovation: Practical Workshops 
 

UFC 5 - LANGUAGE SKILLS 
5.1  English Theory 
5.2  English Workshop 
5.3  Technical English 
 

UFC 6 - QUALITY POLICIES AND PRIVACY REGULATIONS 
6.1  Principles of Privacy Management Quality and ISO certifications (ISO 9001, ISO 

27001). 
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6.2  Personal data protection regulations (GDPR, NIS2) and their application in  

industrial information systems. 
6.3  Best practices for data security management in manufacturing companies. 
6.4  Audit and compliance processes in digital and industrial systems. 

 
UFC 7 - SOFTWARE DESIGN AND UML 

7.1  Introduction to software engineering and development models (Agile, DevOps). 
7.2  UML diagrams for modeling management software and industrial systems. 
7.3  Analysis and collection of functional and non-functional requirements. 
7.4  Designing scalable and interoperable software architectures. 
 

UFC 8 - PYTHON DEVELOPER BASE 
8.1  Basic Python syntax: variables, data types, control structures. 
8.2  Object-Oriented Programming (OOP) and Exception Handling. 
8.3  File Manipulation, Process Management, and Multithreading. 
8.4  Introduction to Data Processing Libraries (Pandas, NumPy). 
 

UFC 9 - DATABASES AND DBMS 
9.1  Database Models: Relational, Hierarchical, and Graph. 
9.2  SQL: Syntax, Advanced Queries, and Query Optimization. 
9.3  Database Design with the ER Model and Normalization. 
9.4  Transaction Management and Database Security. 
 

UFC 10 - NON-RELATIONAL DATABASES (NOSQL) 
10.1  Introduction to NoSQL Databases and Comparison with Relational Databases. 
10.2  MongoDB: Document Structure, CRUD Operations, and Indexing. 
10.3  Redis and Key-Value Databases for Performance Optimization. 
10.4  Scalability Strategies and Management of Large Data Volumes. 
 

UFC 11 - NETWORKING 
11.1  Fundamentals of Industrial Networks and Communication Protocols. 
11.2  TCP/IP Architecture, LAN/WAN Configuration, Subnetting, and Routing. 
11.3  Communication between Industrial Machines and Specific Protocols (MODBUS, 

OPC UA). 
11.4  Monitoring, Diagnostics, and Troubleshooting of Corporate Networks. 
 

UFC 12 - CYBERSECURITY 
12.1  Cybersecurity Principles and Risk Management. 
12.2  Protection of IT and OT (Operational Technology) Infrastructures. 
12.3  Authentication and Data Encryption Methods. 
12.4  Attack Simulations and Defense Strategies in the Industrial Context. 
 

UFC 13 - APPLIED COMPUTER SCIENCE AND THE IOT 
13.1  Sensors and Actuators in the Industrial Context and Their Communication Proto-

cols. 
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13.2  IoT Architectures and Data Collection for Production Process Monitoring. 
13.3  Edge Computing and Cloud Computing for Industry 4.0. 
13.4  Integrating IoT Devices with Management Software. 
 

UFC 14 - BASIC FRONT-END DEVELOPER (HTML, CSS, JAVASCRIPT) 
14.1  HTML Structure and Semantics for Management Applications. 
14.2  Advanced CSS Styles: Flexbox, Grid, and Responsive Design. 
14.3  JavaScript Programming: Events, Functions, and DOM Manipulation. 
14.4  API Integration and Asynchronous Management with Fetch and Axios. 
 

UFC 15 - BACKEND WEB DEVELOPMENT WITH PYTHON (FLASK) 
15.1  Web Application Architecture and RESTful API Concepts. 
15.2  Creating Web Servers with Flask and Route Management. 
15.3  Authentication and User Management with JWT and OAuth. 
15.4 Deployment on Cloud Servers and Performance Optimization. 
 

UFC 16 - ANGULAR FRONT-END DEVELOPMENT 
16.1  Introduction to Angular and TypeScript. 
16.2  Structure of an Angular Project: Components, Modules, and Services. 
16.3  State Management with RxJS and Interaction with REST APIs. 
16.4  Optimization and Testing Techniques in Angular. 
 

UFC 17 - DATA ANALYSIS WITH PYTHON (PANDAS, NUMPY, MATPLOTLIB) 
17.1  Collecting, Cleaning, and Manipulating Datasets with Pandas. 
17.2  Statistical Analysis and Array Operations with NumPy. 
17.3  Data Visualization with Matplotlib and Seaborn. 
17.4  Predictive Analytics for Industrial Process Improvement. 
 

UFC 18 - MACHINE LEARNING FOR MANAGEMENT APPLICATIONS 
18.1  Fundamentals of machine learning and supervised/unsupervised models. 
18.2  Classification and regression techniques for industrial data analysis. 
18.3  Implementation of AI models with Scikit-Learn and TensorFlow. 
18.4  Integration of machine learning models into web applications. 
 

UFC 19 - FINAL PROJECT: COMPLETE WEB MANAGEMENT SOFTWARE 
19.1  Analysis and design of a web-based management software. 
19.2  Back-end development with Flask and SQL/NoSQL databases. 
19.3  User interface implementation with Angular and REST APIs. 
19.4  Application deployment and testing in a cloud environment. 
 

UFC 20 - INTERNSHIP 
20.1  Company Internship 
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Timetable and credits for teaching modules 

 

Acronym

Title

Modules Code Teaching Module Hours Hours UFC Hours First year HoursSecond year Credits First year Credits Second year

UFC 1 - EMPOWERMENT E TEAM BUILDING 32

1.1 Outdoor Training (in an outdoor environment) 8 8
1.2 Self Empowerment and Team Building Laboratory 12 12
1.3 Problem setting and solving - decision making - time management 12 12

UFC 2 - CAREER ORIENTATION AND SELF-ENTREPRENEURSHIP 20

2.1 Business and the Employment Relationship (Contracts) 8 8 2
2.2 Self-Entrepreneurship 12 12

UFC 3 - THE COMPANY SYSTEM 40

3.1 Corporate Organization and Organizational Charts 16 16 1
3.2 Order Management Techniques 8 8 1
3.3 Supply Chain Management 8 8 1
3.4 Digitalization of Industrial Production (Industry 4.0) 8 8 1

UFC 4 - THINKING ABOUT INNOVATION: PHILOSOPHY AND DESIGN THINKING 60

4.1 Philosophical Prerequisites for Design Thinking 20 20 1
4.2 Philosophy Workshop: The Agorà 12 12 1
4.3 Design Thinking and Critical Thinking 12 12 1
4.4 The Value of Innovation: Practical Workshops 16 16 1

UFC 5 - LANGUAGE SKILLS 76

5.1 English Theory 40 40 1
5.2 English Workshop 20 20 1
5.3 Technical English 16 16 1

UF 6 - QUALITY POLICIES AND PRIVACY REGULATIONS 16

6.1 Quality management principles and ISO certifications (ISO 9001, ISO 27001). 4 4

6.2 Personal data protection regulations (GDPR, NIS2) and their application in industrial information 
systems.

4 4

6.3 Best practices for data security management in manufacturing companies. 4 4
6.4 Audit and compliance processes in digital and industrial systems. 4 4

TU 7 - SOFTWARE DESIGN AND UML 40

7.1 Introduction to software engineering and development models (Agile, DevOps). 12 12 1
7.2 UML diagrams for modeling management software and industrial systems. 12 12 1
7.3 Analysis and collection of functional and non-functional requirements. 8 8 1
7.4 Design of scalable and interoperable software architectures. 8 8 1

UF 8 - PYTHON DEVELOPER BASICS 64

8.1 Basic Python syntax: variables, data types, control structures. 12 12 2
8.2 Object-oriented programming (OOP) and exception handling. 24 24 3
8.3 File manipulation, process management, and multithreading. 16 16 3
8.4 Introduction to data processing libraries (Pandas, NumPy). 12 12 2

UF 9 - DATABASES AND DBMS 40

9.1 Database models: relational, hierarchical, and graph. 10 10 1
9.2 SQL: syntax, advanced queries, and query optimization. 10 10 1
9.3 Database design with the ER model and normalization. 12 12 1
9.4 Transaction management and database security. 8 8 1

UF 10 - NON-RELATIONAL DATABASES (NOSQL) 40

10.1 Introduction to NoSQL databases and comparison with relational databases. 12 12
10.2 MongoDB: document structure, CRUD operations, and indexing. 12 12
10.3 Redis and key-value databases for performance optimization. 8 8
10.4 Scalability strategies and large data management. 8 8

UF 11 - NETWORKING 100

11.1 Fundamentals of industrial networks and communication protocols. 24 24 1
11.2 TCP/IP architecture, LAN/WAN configuration, subnetting, and routing. 32 32 1
11.3 Communication between industrial machines and specific protocols (MODBUS, OPC UA). 16 16 1
11.4 Monitoring, diagnostics, and troubleshooting of corporate networks. 28 28 1

UF 12 - CYBERSECURITY 64

12.1 Principles of cybersecurity and risk management. 16 16
12.2 Protection of IT and OT (Operational Technology) infrastructures. 16 16
12.3 Authentication and data encryption methods. 16 16
12.4 Attack simulations and defense strategies in the industrial context. 16 16

UF 13 - APPLIED COMPUTER SCIENCE AND THE IOT 84

13.1 Sensors and actuators in the industrial context and their communication protocols. 20 20 1
13.2 IoT architectures and data collection for monitoring production processes. 24 24 1
13.3 Edge computing and cloud computing for Industry 4.0. 16 16 1
13.4 Integration of IoT devices with management software. 24 24 2

UF 14 - BASIC FRONT-END DEVELOPER (HTML, CSS, JAVASCRIPT) 64

14.1 HTML structure and semantics for management applications. 16 16 1
14.2 Advanced CSS styles: Flexbox, Grid, and responsive design. 16 16 1
14.3 JavaScript programming: events, functions, and DOM manipulation. 12 12 1
14.4 API integration and asynchronous management with Fetch and Axios. 20 20 1

UF 15 - BACKEND WEB DEVELOPMENT WITH PYTHON (FLASK) 80

15.1 Web application architecture and RESTful API concepts. 20 20 1
15.2 Creating web servers with Flask and route management. 24 24 1
15.3 Authentication and user management with JWT and OAuth. 16 16 1
15.4 Deployment to cloud servers and performance optimization. 20 20 1

UF 16 - ANGULAR FRONT-END DEVELOPMENT 76

16.1 Introduction to Angular and TypeScript. 16 16 1
16.2 Structure of an Angular project: components, modules, and services. 20 20 1
16.3 State management with RxJS and interaction with REST APIs. 20 20 1
16.4 Optimization and testing techniques in Angular. 20 20 1

UF 17 - DATA ANALYSIS WITH PYTHON (PANDAS, NUMPY, MATPLOTLIB) 40

17.1 Collecting, cleaning, and manipulating datasets with Pandas. 12 12 1
17.2 Statistical analysis and array operations with NumPy. 12 12 1
17.3 Data visualization with Matplotlib and Seaborn. 8 8 1
17.4 Predictive analytics for industrial process improvement. 8 8 1

UF 18 - MACHINE LEARNING FOR MANAGEMENT APPLICATIONS 100

18.1 Fundamentals of machine learning and supervised/unsupervised models. 24 24 1
18.2 Classification and regression techniques for industrial data analysis. 32 32 1
18.3 Implementing AI models with Scikit-Learn and TensorFlow. 20 20 1
18.4 Integrating machine learning models into web applications. 24 24 1

UF 19 - FINAL PROJECT: COMPLETE WEB MANAGEMENT SOFTWARE 64

19.1 Analysis and design of a web-based management software. 16 16 1
19.2 Back-end development with Flask and SQL/NoSQL databases. 16 16 1
19.3 UI implementation with Angular and REST APIs. 20 20 1
19.4 Deployment and testing of the application in a cloud environment. 12 12 1

UF 20 - INTERNSHIP 700

Company Internship 700 700 48

1800 1036 764 60 60

AI SPECIALISTS FOR INDUSTRIAL PRODUCTION

HIGHER TECHNICAL SPECIALIST FOR THE DEVELOPMENT OF AI SOLUTIONS AND INDUSTRIAL INFORMATION SYSTEMS

Total Hours

2

1

2

3
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ECTS credit system 
For each course, ITS PRIME has adopted the calculation of credits according to the credit 
system used in the European Higher Education space ECTS (European Credit Tranfert 
Sy-stem). For the credits of an annuity there are, as for most Higher Education annuities, 
60 credits. Typically 1 credit is equivalent to 25 hours of work between classroom (or la-
boratory for practical activities) and individual study . For each Didactic Module, the work-
load necessary for students to achieve the intended learning outcomes was assessed by 
assessment experts and module teachers. Lecture hours were considered 30% or 50% of 
the total workload hours according to the theoretical or theoretical-practical nature of the 
different modules. Time spent on company internship and laboratory activities was consid-
ered 100% of the workload. 
 
Language of lessons 
Italian  
 
Course calendar 
The course will start by October 2025 and will end by June 2027. The actual start date 
of the course will be communicated via the ITS Prime Foundation website 
(www.itsprime.it). 
 
 

 
 
 
 
 

Support Activities Individual Hours Collective Hours Total Hours
Initials
Presentation and Learning Agreement 2 2
Individual Analysis 2 50
Pre-Course Alignment (Detailed Alignment Sheet) 32 32
Additional Training
English Conversation 4 100
Productive Synthesis Workshop 48 48
Internship Alignment
Collective Internship Orientation 4 4
Individual Internship Orientation 1 25
Placement
Placement 20 20
Placement 1 25
Total 8 106 306
Calculation based on number of students = 25

http://www.itsprime.it/

